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Summary
Led by former US Congressman Robert Pittenger, 16th Parliamentary Intelligence-Security
Forum held in Brasilia, Brazil was attended by many Brazilian members of Congress who hosted
the forum in the Brazilian Senate building, Governors, and several other members of parliament
from other nations along with experts on emerging technologies, money laundering, organized
crime and terrorism. The primary focus was on regional issues in Brazil and surrounding nations
concerning crime, terrorism, and money laundering. It was determined that the primary
adversary responsible for these issues in the region is Hezbollah, a Shia Islamist political party
and militant group based in Lebanon. Many Brazilian leaders, including Deputies Bolsonaro and
Gurgel and Governor Wilson Witzel of Rio expressed a desire to designate Hezbollah as a
terrorist group in Brazil. This step is one that was taken by the Argentinian government earlier in
2019, with much of the effort being led by Mariano Federici, who attended and spoke at the
forum. Hezbollah is especially relevant to Brazil because it operates in the tri-border area of
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Argentina, Brazil and Paraguay where it operates using funds from an illicit economy built
around an underground drug trade and money laundering. This region is especially vulnerable to
illicit trade due to the commodities available in the region. A representative of Phillip Morris
International who spoke at the forum explained how Paraguay, in an example, produces ten times
as many cigarettes as it produces and cigarettes are widely used globally to enable trade-based
money laundering and this is what is being seen in the tri-border area. The Argentinian
designation allowed for its Financial Intelligence Unit to freeze several of Hezbollah’s assets and
many in the Brazilian government wish to follow in these footsteps in order to provide access to
similar tools necessary to combat Hezbollah’s actions in the region. Currently, Hezbollah is
operating as an official political group in Brazil and as a result, there is much resistance against
efforts to designate is as a terrorist group in the nation.

Brazilian Leadership
Deputy Eduardo Bolsonaro
The first speaker of the forum was Deputy Eduardo Bolsonaro.
During this time, he spoke of his new anticrime bill that aims
to fight the injustice of the current criminal system. Bolsonaro
stated that the current criminal justice system provides an
environment that favors crime. He spoke about working with
US organizations (FBI, Border Patrol) and learning from their

Deputy Bolsonaro Speaking at the Forum

established and reputable models so that they don’t have to “reinvent the wheel”. Additionally,
the Deputy stated Brazil must follow in Argentina’s footsteps and label Hezbollah a terrorist
organization, stating that terrorism does not merely include bombings. Terrorism includes all of
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the actions that terrorist groups take ranging from child recruitment at schools to conducting
campaigns to establish legitimacy as a political organization, which Hezbollah has done.

Deputy Gurgel
Deputy Gurgel focused on the Brazilian educational system in
his address, speaking of the importance of education in
advancing a nation. However, simply hiring teachers is not
enough to improve educational outcomes. Education extends
beyond the schoolyard and includes the surrounding
communities. Brazil must address the rampant crime in its
Deputy Gurgel Speaking at the Forum

communities because educational outcomes cannot improve as long

as communities are plagued by drugs and violence.

Governor Wilson Witzel
Governor of Rio, Wilson Witzel, addressed the necessity of
combatting gun trafficking, investigating money laundering and
homicide, and working against Hezbollah in Brazil. Like
Deputy Bolsonaro, Governor Witzel wishes to integrate Rio
(and Brazil’s) intelligence force capabilities with those of the
United States. In investigating money laundering and homicide,
primarily as conducted by Hezbollah in the region, Rio’s police
forces have developed a strategy of jailing individuals with

Governor Witzel addressing members
of the Brazilian military

connections to groups such as Hezbollah. Through these strategies, they’ve managed to seize
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more than 50 million Reals and there are ongoing investigations on more criminal assets worth
more than one billion Reals. Lastly, the Governor addressed the necessity of monitoring the entry
of armaments into the country as Brazilian police have been dying and that he is working to pass
the legislation needed to do this and to increase cooperation between the military and civil police
in order to improve efficiency and safety.

Case Studies and Emerging Technologies
Mapping Hezbollah Networks in Latin America
Emanuele Ottolenghi, a senior fellow at the Foundation for Defense if Democracies is an expert
on Hezbollah operations and networks, among other things. Providing an expert review,
Ottolenghi explained how the Hezbollah global syndicate builds illicit networks that engages in
drug trafficking, weapons smuggling, human trafficking and other criminal activities. The
revenues generated by these criminal endeavors assist Hezbollah as the funds are illicitly
legitimized through trade-based money laundering. Hezbollah manages to maintain success in
the region by cultivating sympathizers in the local communities by investing considerable
resources in their institutions and infrastructure, including
schools, mosques, scouting organizations and more. By
either establishing or infiltrating communal institutions
throughout Latin America, local instructors and cleric impart
Hezbollah Shiite dogma on local communities.
There has been an especially heavy Hezbollah presence in
the tri-border area of Brazil, Argentina and Paraguay. This
area has an optimal geography for illicit activity as it is the

Emanuele Ottolenghi speaking at the
forum
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confluence of three separate jurisdictions, different languages, three currencies, and has weak
border controls and well-established smuggling routes. The region has a large population and a
famous tourist attraction and thus, has a well-established infrastructure, three airports, and a
strong financial sector that services the area. There is an estimated illicit economy worth $18
billion a year and the area is home to the largest Shi’a Lebanese community with many being
strong supporters of Hezbollah. This illicit economy, in addition to the earlier factors, is
maintained through the purchasing or cheap merchandise from China, Hong Kong, and other
countries through front companies incorporated in the US that serve as intermediaries. With the
assistance of corrupt authorities, the channels used to move this merchanded are also used for the
movement of drugs. The proceeds from the drug trade move through money exchange houses
that allow for the proceeds to pay for the merchandise, allowing for a paper trail to be established
through the front companies.

Improving Data Analytics in Combating TBML
J.R. Helmig (SAS) explained how the use of analytics is
necessary in combating trade-based money laundering
(TBML). He explained that not all crimes can be solved using
the same methods throughout the world and its numerous
enforcement agencies. The vast majority of time and resources
spent by data and enforcement agencies is spent on the search

J.R. Helmig speaking at the forum

and discovery of data, which is a cumbersome manual process that involves the acquisition of
data, data manipulation and “data cleaning” (getting rid of irrelevant data and sorting data). After
this, only about 20% of the effort involved by data analysts is actually spent on actionable
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analysis and the vetting of information. For this reason, it is important to focus on the software
necessary to speed up the process of the search and discovery of data. Much of this can be
achieved through advanced software that incorporates AI and due to the large amounts of
existing data that is constantly created by multiple enforcement and intelligence agencies, any
improvements in this area will lead to more efficiency in producing actionable analysis of data
which will lead to better outcomes in combating TBML.

Mariano Federici
Mariano Federici led the Argentinian effort in designating
Hezbollah as a terrorist organization. He stated that the
possible clandestine links between criminal transnational
national drug trafficking organizations and crime networks is
something countries must watch for and mitigate. Hezbollah
continues to receive support from Iran and in 2019, the 25th
anniversary of the Hezbollah attack on a Jewish community in
Buenos Aires, Argentina still had not been able to bring those
Mariano Federici speaking at the forum

responsible to justice due to Iran not cooperating; a clear
example of Iran’s clear commitment to elude international responsibility to cooperate and
obstructs judicial systems such as the one in Argentina. This is the reason why Argentina has
played an active role in the FATF with the US and other nations to persuade the Iranian
authorities to cooperate and why it calls on Brazil to support them in these efforts. The
importance of countries having their own terrorist designation systems is compounded by the
fact that the UN multilateral approach for designation hasn’t worked in the case of Hezbollah.
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Hezbollah is a clear case as the countries that have faced exposure to their attacks had to take an
apolitical risk-based approach to adopt a unilateral or regional designation mechanism to protect
their people. In July 2019, Argentina established their own public registry of terrorists and
designated Hezbollah as a terrorist organization, not just the military wing but the entire
organization because Hezbollah itself has reported that there is no division between their
political wing and military wing. Argentina ordered a freeze of Hezbollah assets in Argentinian
territory. The region’s eyes are all on Brazil now and it’s time for Brazil to set the example for
the tri-border area to send Hezbollah a clear message that it’s no longer welcome in this region.
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